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Scam warning: SMS, email and letter

24 July 2024

Revenue is currently the target of a SMS, email and letter scam that is using Revenue NSW branding. The scam seeks
payment of fake fine notices. We are currently experiencing high volumes of calls due to this scam.

Service NSW branding is also being used, read more about this government impersonation scam.

Customers can confirm and review their fines online via myPenalty, myEnforcement Order or their MyserviceNSW account.

If you receive any communications that don't seem quite right, you can report these incidents to
Scamwatch: https: f

Example of scam letter

i Service
a1 NSW 5ot revenus nsw-govau.click/fines
Scan the QR code to pay with - to pay by MasterCard or Visa®

Mastercard or Visa Relergnce numben G116100398
Phonao:
Call 1300 130 112 1o pay by MasterCard or Visa®

Ralerence number6116100398




Fake websites and SMS scams

We advise you not to click on any links within these messages or via any unsolicited emails and to never share personally
identifiable information over the phone to a stranger.

Fake website addresses

e revenue.newgov.click/ffines

e revenue.nawgov-auinfoffines
e revenueaunswgov.inoffines

e revenuegovnewlinkclickfiines
e revenue.nswgovaclickffines

s revenueaunswgovl]click

s revenueaunswgovl]info

s revenueausgovnewl]info

s revenue.newgov]]click

s revenue.newgovaul]click

s revenue.newgovaullnfo

s revenue.newgovausl]click

s revenue.nswgouaullinfo

s revenue.nswgoval]click

s revenue.nswgovul]|click

s revenue.nswgovk]]click

s revenueoptiont]]info

s revenueoptionylinfo

e domainffines/Payment.html

e domain/ffinesfsendSMS.html

e cawmihjl]infofapifovv-tb/updateCwThOnline
e yawdwdal]net/apifcww-tblupdateCwTbOnline

e max2024[|netfapifovv-tbiupdateCwTbOnline



